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With the prevalence of information and communication technologies, Electronic Health Services (EHS)
are commonly used by patients, doctors, and other healthcare professionals to decrease healthcare costs
and provide efficient healthcare processes. However, using EHS increases the concerns regarding security,
privacy, and integrity of healthcare data. Several solutions have been proposed to address these issues in
EHS. In this survey, we categorize and evaluate state-of-the-art electronic health system research based
on their architecture, as well as services including access control, emergency access, sharing, searching,
and anonymity methods by considering their cryptographic approaches. Our survey differs from previous
EHS related surveys in being method-based such that the proposed services are classified based on their
methods and compared with other solutions. We provide performance comparisons and state commonly
used methods for each category. We also identify relevant open problems and provide future research
directions.
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1. Introduction

Electronic Health Services (EHS) are increasingly used by pa-
tients, providers, employers, doctors, policy makers, and other
healthcare workers. EHS have several advantages such as decreas-
ing healthcare costs and providing faster and more efficient
processing. However, using EHS increases the concerns of secu-
rity, privacy, and integrity of healthcare data. These concerns af-
fect patients’ willingness to disclose their healthcare data and can
cause life-threatening consequences. For example, United States
Department of Health and Human Services estimated that about
two million Americans suffering from mental illnesses did not seek
treatment because of privacy concerns [1].
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We present a combination of proposed EHS functions in Fig. 1.
Although there is no such existing system that includes all the
EHS functions; the elements and functions illustrated in Fig. 1
provide a general view of our survey content. Patients, healthcare
professionals, and data storages are the basic elements of EHS.
Patients can share their health data among each other or with
healthcare professionals. Furthermore, patients can delegate or
revoke authorization on their health data. In privacy preserving
EHS, patients encrypt their health data and store them at hospitals
and cloud storage servers. When patients need their health data,
they first get the encrypted data and decrypt with their keys.
Access control techniques are used to limit access to health
data based on the properties and requirements of the EHS. They
also prevent unauthorized parties to reach the data. In addition,
healthcare professionals may need to search for certain health data.
While searching, healthcare professionals first retrieve encrypted
search results and then they decrypt with their keys. Finally,
in an emergency situation, health data may not be used by the
patient himself, therefore patients’ authorization for emergency
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Fig. 1. Electronic health services overview.

cases must be addressed in EHS via mechanisms such as smart
cards, biometrics, or trusted parties.

Our focus in this survey is to provide a novel method-based
classification of state-of-the-art solutions regarding privacy and
security of EHS. Our approach is named as method-based, because
we first identify commonly used cryptographic methods for EHS,
and then group the solutions in the literature according to these
specified methods. As shown in Fig. 2, we identify and propose six
general service categories to investigate the existing solutions.

e Architecture is one of the most important design issues
of the proposed healthcare services. Since patients’ health
data are distributed to multiple entities such as hospitals,
healthcare centers, and cloud servers, centralized solutions
would not be convenient. Considering the nature of health
data, we categorize EHS architectures into two groups, namely
distributed and cloud. Distributed architecture requires methods
for providing trust management. We present two solutions
commonly used for trust management in distributed systems,
namely Hierarchical Identity-Based Public Key Infrastructure .
(HIB-PKI) and credential-based access control. We also describe
cloud architecture types, which are public, private, hybrid, and
community. Moreover, we state three types of servers used
in cloud architecture, which are trusted, semi-trusted, and
untrusted.

e Access control encompasses techniques that provide selective
restrictions to the data. We identify role-based, attribute-based,
and identity-based access control techniques as commonly used
solutions in the proposed healthcare systems. In the role-
based access control technique, users are assigned certain roles
to access sensitive health data. In addition to the traditional °
role-based systems, time-bounded functionalities are used

to increase privacy and security of EHS. For attribute-based
access control, there exist cryptographic and non-cryptographic
approaches. Cryptographic approaches are Ciphertext-Policy
Attribute-Based Encryption (CP-ABE) and Key-Policy Attribute-
Based Encryption (KP-ABE). Besides, we consider a non-
cryptographic approach, which refers to the systems having a
trusted third party that holds the private keys and gives the
keys to the authorized users when necessary. The third access
control method is Identity-Based Access Control (IBAC). In this
method, identity-based encryption (IBE) is used, which employs
users’ identity information for encryption.

Emergency characteristics of EHS focus on the consent
exceptions when patients are unable to control their health
data. In an emergency situation, legal actions must be taken,
privacy protection must be provided, and consent exceptions
must be given with a fine-grained approach. We identify
private-key storage, smart card usage, emergency responder, and
break-glass approach as the methods proposed for privacy-
concerned EHS, when a patient has an emergency situation.
Sharing is one of the most important characteristics of health-
care systems. Data can be shared among healthcare providers,
hospitals or health organizations. Besides, patients can share
their health information and treatment of their illnesses in so-
cial environments. Similarly, some social environments let doc-
tors share their suggestions about specific illnesses related to
their professional area. Sharing in EHS involves complex au-
thentication and access control techniques. We present some
important sharing characteristics of the proposed healthcare
services, which are source verifiability, total sharing, selective
sharing, and social sharing.

Search is another significant function of EHS. Proxy encryption
and public-key encryption are some of the encryption techniques
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Fig. 2. Classification of privacy and security characteristics in proposed EHS.
Table 1
Comparisons with the other EHS related surveys.
Reference Cryptographic approach Business approach Access control Sharing Search Anonymity Emergency Open problems
[2] + + +
[3] + + + + + +
[4] + +
[5] + + + + +
[6] + + + + + + +
[7] + +
[8] + + + + + +
Our survey + + + + + + +

used for searching specific data securely. These encryption
techniques enable the server to return answers of the queries
in encrypted format. If users have the corresponding key, they
can decrypt the specific data.

e Anonymity methods can be used in EHS to keep the identity of
users, contents of health data, and information about communi-
cation secret from unauthorized third parties. We identify four
types of anonymity: data anonymity, user anonymity, communi-
cation anonymity, and unlinkability.

1.1. Related work

There exist prior studies providing survey of e-healthcare
services with a focus on security, privacy, and integrity features. In
prior work, as shown in Table 1, different aspects are considered
regarding techniques used in healthcare systems. Some of the
surveys focus on cryptographic approaches (e.g. cryptographic
access control techniques, sharing health data, or anonymization
of health data) [2,3,5,6,8]. Another group of studies considers
business approaches (e.g. HIPAA rules, adoption and attitudes of
healthcare providers, patients’ opinions about EHS) of existing
systems [4,7]. On the other hand, most of the related surveys
present access control and sharing techniques of healthcare
systems without going into details of cryptographic issues [2-6,8].
Some prior studies review healthcare systems that use anonymity
techniques [5,6,8]. Furthermore, there exist few studies that
consider emergency scenarios [3,6,8] and some of them discuss
open research problems [5,6].

In contrast to prior work, we categorize and evaluate state-of-
the-art electronic health services considering their cryptographic
approaches. Our survey differs from previous studies in being
method-based and covering all privacy and security approaches
proposed for EHS. We first identify categories as architecture,
access control, emergency cases, sharing, search, and anonymity
methods, and then for each category we explain existing methods
and the research based on these methods. To the best of our

knowledge, no prior survey has considered search methods in
the context of privacy and security. Different from the recent
EHS related surveys [6-8], our study systematically covers all
aspects and methods of privacy and security in EHS. Although a
recent survey focuses only on mobile healthcare technologies [6],
our work considers general healthcare services including mobile
healthcare technologies. While we categorize all privacy and
security related issues with a method-based approach in detail, [8]
explains in an article-based approach, does not state details of
the methods, and does not cover search techniques in healthcare
systems and open problems. On the other hand, while [7] considers
business approach of EHS, our survey addresses cryptographic
approaches of EHS.

1.2. Our contributions

As the main contributions of this paper, we:

e present state-of-the-art approaches regarding security, privacy,
and integrity aspects of EHS.

e Systematically analyze and evaluate the systems with a
method-based approach, and lay out a comprehensive survey
of cryptographic approaches of EHS.

e Consider components, characteristics, and challenges of
e-health services.

e Categorize state-of-the-art studies according to their archi-
tecture, access control, emergency cases, sharing, search, and
anonymity techniques.

e Discuss open problems and provide future directions for
enhancing security and privacy of EHS.

The remainder of the article is structured as follows. Section 2
presents the review of the architectural aspects of EHS. Section 3
describes the access control techniques proposed for healthcare
systems. Section 4 presents the proposed methods for EHS to
preserve privacy of the users when an emergency situation
happens. Section 5 presents sharing functionality and provides
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comparisons for the proposed sharing methods. Section 6 presents
search techniques that can be suitable for the application of EHS.
Section 7 describes the anonymization approaches of EHS. Finally,
Section 8 presents the open research problems about e-health
services related to privacy, security, and integrity of the health
data, followed by concluding remarks in Section 9.

2. Architecture

We present two types of architectures used in EHS, which are
distributed and cloud. We do not specifically discuss centralized ar-
chitecture because privacy and security research issues are preva-
lent in decentralized settings and the techniques for providing
privacy and security can be easily applied to a centralized setting.
Furthermore, decentralized architecture is the most common and
practical one among the proposed e-health services. As a central-
ized architecture example, Microsoft developed HealthVault, us-
ing which patients can search and share their health data or allow
healthcare professionals to track their data while data privacy and
security are provided [9].

2.1. Distributed

Distributed architecture refers to a collection of independent
computers that each has a role in information processing, but
it appears as a single, integrated system to the users. In EHS,
distributed architecture is commonly used due to the distributed
nature of healthcare data. Since patients’ EHS data is stored by
multiple institutions, a distributed EHS architecture becomes a
realistic approach.

In some distributed EHS proposals, the architecture consists of
two levels. Local hospitals are located at the first level. Patients
go to the nearest local hospitals and store their EHS data. These
local hospitals are responsible for storing patients’ data securely
and do not depend on each other. In the second level, there is a
main server. The main server does not store all the data of local
hospitals. However, when a patient visits another hospital to get
treatment from a different doctor, patient’s relevant EHS data is
sent to the main server. An important issue is that EHS data must
be securely sent to the main server, and SSL/TLS can be used for
this purpose. Then, other local hospitals can access the patient’s
data after logging in to the main server. This approach is shown to
reduce the security and privacy concerns [10].

When distributed architectures of EHS are considered, trust
management is one of the most important issues for the patients’
sensitive data. Trust management is an approach to establish
the trust between parties so that these parties can interact with
each other. As a sub-part of trust management, trust negotiation
method enables an entity to gain access to the local resource of
another entity, through the use of credentials. We present two
different methods that are used to apply trust management in
distributed EHS systems.

The first solution is to use Hierarchical Identity-Based Public
Key Infrastructure (HIB-PKI). In this method, there is a hierarchy
for the domains. A department called Health and Human Services
is located at level 0, health information organizations are located
at level 1, hospitals are located at level 2, and doctors are located
at level 3 in the hierarchy. When healthcare providers would like
to share health information with another provider, authentication
must be performed until the top level in the hierarchy [11].

The second solution is establishing the trust management be-
tween domains according to credential-based access control [ 12].
In credential-based access control, there exists a trusted authority
that issues the users’ credentials and there is a hierarchy like HIB-
PKI. In EHS, a central service that stores the patients’ identities is
located at the top level, a health service is located at the second

Table 2
Server types in cloud architecture.

Reference Trusted Semi-trusted Untrusted

[17] +
[18] + +

[24]
[25]
[33]
[19]
[28]
[31]
[34] +
[22]
[29]
[23]
[30]
[20]
[32]
[21]

[26]
[27] =+ +

level, and hospitals are located at the third level. When a patient
is unable to direct his EHS information (e.g. while in coma) and his
doctor accepts to assign one of the patient’s relatives as his agent
on the health service, first the patient’s relative sends a request to
the hospital. Then, the hospital sends a request to patient’s health
service and the health service requests the hospital’s health organi-
zation credential. After these credential confirmations, the health
service sends agent credential to conclude that the hospital dele-
gated the patient’s relative as the patient’s agent. When the emer-
gency situation ends and the patient wants to handle his own data,
his doctor can deactivate the relative’s role and activate the pa-
tient’s role again [12].

2.2. Cloud

Cloud architecture consists of a set of remote servers that
allows data storage and online access to data. There are four
types of cloud architectures, namely public, private, hybrid, and
community. In the public cloud model, all servers in the cloud
infrastructure are publicly available to use. A private cloud is a
cloud model that only a specific organization can use. A hybrid
cloud allows to use private and public clouds together, and a
community cloud is a cloud model that only a specific group of
organizations can use [ 13-16].

Cloud environment is an appropriate platform to store and
share EHS data due to its advantages such as cost effective
services, providing scalability, easy implementation, and reaching
and handling the data easily. However, privacy protection of EHS
data in the cloud architecture is a major security issue.

Several studies use cloud environment in their EHS frameworks,
however their assumptions about servers and architectural
privacy-related issues differ in the proposed solutions. In addition,
although most of the prior work do not specifically state the cloud
type, we infer that they mostly assume public clouds.

As shown in Table 2, we consider three types of servers in
the cloud architecture: trusted, semi-trusted (honest-but-curious),
and untrusted. Trusted server refers to a server that is fully trusted,
and while applying the specified protocol, the server is assumed
to never get any information about the stored data [17,18]. Semi-
trusted (honest-but curious) server means that the server does
exactly what the protocol says, but at the same time it may want to
learn additional information from the protocol [ 19-25]. Untrusted
server means that the server is not trusted, and without access
control techniques and privacy protection; it would not be suitable
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Table 3
Access control techniques in proposed EHS.

Attribute-based

Reference Role-based  Cryptographic

Non-cryptographic

Identity-based

[36]
[12]
[37] +
(38]
(39]

[40] +

[41]
[24]
[17]
[26]
(33]
(28] +
[42]
[43]
(23]
[21]

[44] +

[11]
(18]

to store the plaintext data, and hence proper encryption methods
should be employed [26,27].

Some EHS are based on both private cloud and public cloud,
assuming that private cloud server is considered to be totally
trusted, whereas public cloud servers are considered to be honest-
but-curious. In these systems, users outsource data processing
tasks to private cloud and store the processed data on the public
cloud [18]. On the other hand, another group of systems are
based on public cloud services (e.g. Amazon EC2 servers) with the
assumption that the servers are honest-but-curious [18,26-34].
Outsourcing health data to public cloud services includes more
security and privacy concerns as compared to private cloud
services. However, public cloud services (e.g. Amazon, Microsoft)
spend more budget to provide a secure storage compared to most
of the hospitals which may have limited budget and infrastructure
to provide privacy for the health records. Therefore, it could be
more convenient to use public cloud services for especially small
hospitals and clinics [35].

3. Access control

Access control is a way of preventing or limiting access to a
resource according to properties and requirements of the system.
The purpose of access control techniques is that only authorized
parties should contact the system and decrypt the data. Since EHS
are dealing with patients’ data, which is very sensitive, access
control methods play a significant role. As shown in Table 3, we
classify access control techniques for EHS into three categories,
namely role-based access control, attribute-based access control,
and identity-based access control.

Role-Based Access Control (RBAC) is an access control
technique that restricts system access to unauthorized users
according to their preassigned roles. In RBAC, members of the
organization are assigned particular roles according to their
qualifications and based on these roles, the system grants or denies
access to each member. In healthcare organizations, roles are
assigned according to jobs and responsibilities (e.g. physician or
nurse). Access privileges of EHS data are given according to these
roles. RBAC is considered to be well-suited in the systems where
access control is provided according to qualification of users. Since
permission is given according to roles, access control becomes
easy to manage in the EHS. It is also easy to exclude, include, and
delegate roles in RBAC rather than using traditional access control

lists [45]. Therefore, RBAC is considered to be well-suited for EHS
because of its simplicity, efficiency, and scalability properties
[12,36-38,40].

In RBAC, users are assigned to functional roles (e.g. doctors,
patients). A user can have many roles (i.e. a doctor can be a patient
at the same time) and roles are assigned to healthcare operations.
A doctor has permission to enter or update patients’ information or
the description of medical treatment [46]. Moreover, a doctor can
send a patient’s information to another doctor to provide different
treatment. The disclosure decision of the healthcare data is made
by considering the roles and the authorization policies in EHS
[12,38,47,48].

In addition to traditional RBAC, time-bounded functionalities
can be added to the EHS to increase privacy and security of the
health data access. A role-based and time-bounded access control
method where each role has a limited time to access the specific
data is proposed in [39]. Since patients are the most important
entities to decide over the roles for accessing their data, they are
placed at the root of the hierarchy. Then, physician-in-charge is at
the second level, and other physicians and nurses are at the lower
levels according to their roles. Time parameters are added in the
process of key generation, and the doctors in the higher hierarchy
derive the key for the doctors in the lower hierarchy. Therefore,
each doctor can access specific patient’s data for a limited time.
This hierarchy allows aggregation through the hierarchy and it is
very suitable for EHS.

The second access control method is Attribute-Based Access
Control (ABAC) where users can only access the system if they
have the attributes that are desired by the system. In EHS, an at-
tribute generally refers to property of an owner and the owner’s
EHS data, such as “illness”, “age”, and “gender” space [21]. We
group ABAC into two types, which are cryptographic and non-
cryptographic. In cryptographic ABAC, Attribute-Based Encryp-
tion (ABE) is used [16,17,21,23-26,28,33,41-44,49,50]. There exist
two types of ABE: ciphertext-policy attribute-based encryption and
key-policy attribute-based encryption.

Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [51]
allows a user to encrypt a value using specific attributes, such that
only users who own those attributes can decrypt the ciphertext
and obtain the original value. Users’ keys correspond to attributes,
and the ciphertext corresponds to an access structure, which may
be encrypted by a Boolean or threshold combination of those
attributes (e.g. only those who have “doctor” and “researcher”
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attributes can decrypt). In CP-ABE, there must exist a trusted
authority who keeps a master secret key that can decrypt any ci-
phertext. The users obtain their attributes from the authority by
proving their attributes (via a separate channel). Some CP-ABE
schemes distribute this trust to multiple authorities [52]. When
applied to the health context, attributes may correspond to pro-
ficiencies of the medical personnel, or the illnesses. For example,
only cancer researchers may be able to decrypt a ciphertext that
requires a “cancer” attribute. Several EHS use CP-ABE to realize ef-
ficient access control on healthcare data [17,23,41,53].

Key-Policy Attribute-Based Encryption (KP-ABE) [54] is an-
other type of ABE. As opposed to CP-ABE, in KP-ABE, ciphertexts
correspond to attributes and user’s keys correspond to access
structure. A ciphertext can only be decrypted by a key whose at-
tribute set matches the private key’s access policy. For example,
if the access structure of a doctor’s private key corresponds to
“heart diseases” or “vascular diseases”, the doctor can only ac-
cess to the patients’ data that has heart disease or vascular dis-
ease attribute. We can specify the difference between CP-ABE and
KP-ABE as follows: in CP-ABE, there is an access tree for the cipher-
text, whereas in KP-ABE, there is an access tree for the private key.
KP-ABE also requires a trusted authority to manage users’ key.

In non-cryptographic ABAC, there exist a trusted third party,
which holds the private keys. When a doctor wants to view a
patient’s EHS data, he first needs to get authorization from the
trusted third party, gets the key, and decrypts the data rather than
satisfying attribute set of the patient’s encrypted data [44].

The third access control method is Identity-Based Access Con-
trol (IBAC). In the IBAC approach, users’ identity information
(e.g. name, e-mail address) is used for encryption via identity-
based encryption (IBE). When a person wants to send an e-mail to
another person, the sender first encrypts the message with the re-
ceiver’s identity (i.e. e-mail address). When the e-mail is received,
the receiver gets authorization (i.e. decryption key) from the third
party and then decrypts the message [55,56]. In EHS, doctors or pa-
tients can encrypt the data with the patient’s identity information.
When the patient wants to decrypt the data, he can similarly ob-
tain his private key from the third party and can decrypt the EHS
data. Some EHS studies use this approach [11,18,40].

The access control methods that we described above are
mostly application specific and can exhibit varying performance
depending on the infrastructure and requirements of EHS.
However, there exist some common issues related to the usage of
access control methods. First of all, if the EHS includes too many
roles, it can be difficult to apply RBAC as an access control method
as it causes low performance. Because the access control list will be
overloaded and difficult to handle after some time [57]. In addition,
whenever a role changes in EHS, access control specification needs
to change as well. In IBAC, there is a third party holding all the
private keys, which is needed to provide extra security. In addition,
the third party must be always available to provide private keys to
the users [58]. Therefore ABAC, even though still requires a trusted
party, might be a better access control method, and usually shows
better performance compared to other access control methods
because of its simplistic control over data.

4. Emergency cases and consent exceptions

In addition to regular access control, emergency cases and how
to consent the usage of EHS data in these cases are crucial concerns
in EHS. Patients may not be able to handle their EHS data in an
emergency situation; the patient can be in a coma or physically
or mentally incapable. There can be smart card or biometric failure
issues or patients can forget their user names/passwords when
they do not use EHS for a long time [59]. Privacy and security of EHS
data must still be protected in an emergency situation. Healthcare

professionals must access only the necessary data rather than
the patients’ complete health information. Furthermore, when the
emergency situation ends, all consent exceptions must be revoked
and nobody should access the sensitive data.

Consent exceptions can have different meanings in EHS. The
patient can be a minor (who needs his parents or legal guardians
to access and manage his EHS data), have mental illnesses, or have
an emergency situation such that he cannot handle his own data.
However, data needs to be disclosed to healthcare professionals in
order to do the necessary treatment. Therefore, the patient needs
someone else to access and manage his data. These situations are
called consent exceptions [60].

In emergency situations, consent exceptions should be given
carefully when the patient cannot control his EHS data [40].
As shown in Table 4, there exist different approaches proposed
to handle the emergency cases and consent exceptions without
abolishing the confidentiality of the data. We classify the proposed
methods into four groups, namely private-key storage, smart card,
emergency responder, and break-glass.

The first approach is to use a private-key storage. In this ap-
proach, all private keys of the patients in the EHS are stored in a
trusted server and EHS data can be decrypted in an emergency case,
similar to a key escrow system. In the proposed systems, to encrypt
and decrypt the EHS data, patients should first obtain a key from a
healthcare certification authority. If the patient is in a coma while
all EHS data is encrypted or if doctors make treatment without
knowing the allergic history or illness history of the patient, it can
cause a great risk. In order to reduce such risks, key management
of EHS data and recovering the key become important concerns. To
recover the key in an emergency situation, the proposed system in-
cludes a healthcare certification authority (or a key escrow agent)
and a server of healthcare provider. When an emergency situation
happens, the certification authority recovers the patient’s key and
enables access to the necessary data [17,25,28,31,48,60-63].

The second approach is to use smart cards [48,60,61]. Smart
cards are small and functional devices that are used to identify a
user in a system. Smart cards are generally used with additional
information which has a functionality to enable the smart card. The
card user is the only one that knows the additional information.
Therefore, even if the card is stolen, nobody can provide the
additional information. In order to provide secure and privacy-
concerned EHS, using smart cards is one of the possible solutions
where the patients can use smart cards to access their EHS
data. However, accessing data in an emergency situation can
be a problem. Because, the patient needs to provide additional
information in order to activate the smart card and that may not
be possible in an emergency situation. Therefore, there must be key
recovery processes and necessary information should be revealed
to the healthcare professionals in the emergency cases [60].

In some real world EHS applications, smart cards are used with
an identification number (PIN). While using smart card in EHS, a
patient needs to provide three personal pieces of information that
only he knows (e.g. password, PIN), a smart card belongs to the
patient himself, and biometric data [65] (e.g. fingerprint, iris) of the
patient. Smart cards also have capability to apply access decisions
of patients [66].

The third approach is to use emergency responder. Since pa-
tients cannot manage their own data in an emergency case, a
trusted person (namely emergency responder) is allowed to man-
age their EHS data. In this approach, there is a trusted responsible
person in the hospital who provides patients’ necessary EHS data
for the treatment in an emergency situation. Emergency respon-
der must only be active for a limited duration of time in order to
protect patients’ privacy [40,44].

The fourth approach is to use the break-glass method in the
emergency situations. Basically, break-glass solution is used to
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Table 4
Emergency case methods in proposed EHS.

Reference Private-key storage

Smart card

Emergency responder Break-glass

[62]
(63]
[17]
[25] +
[28]
(31]

[48]
[60] + +
[61]

[44]
[40]

[24]
[26]
(64]
(23]

break access controls not only in emergency cases but also in other
unexpected situations such as when the patients forget their user
name/password to enter the EHS or there can be problems on
their smart cards or biometric information [59]. In the proposed
approaches, at the beginning of the EHS data creation, the patient
enters emergency attributes to the system and with these attributes
the patient also creates a break-glass key and sends this key to the
emergency department.

When an emergency case happens, the emergency department
sends the patient’s key to the medical staff and they can reach the
patient’s data temporarily. During the break-glass period, patient’s
data is audited. When the emergency situation ends, the patient
can cancel other people’s access to his data [23,24,26,64]. In some
real world EHS applications, there exist a break-glass button for
healthcare professionals. When the doctor presses the break-glass
button for a specific patient, they can access all of the patient’s
sensitive data. The system and actions are monitored and audited
in order to control data access.

Access control in emergency cases must always be carefully
handled with one of the methods discussed above. However, there
exist some drawbacks for each of these methods. Server/biometric
system failures, account problems, forgotten smart card informa-
tion, losing smart cards, and security concerns can always be an is-
sue for the patients. Although break-glass approach can also have
some problems, it is more commonly used, and it mostly shows
better performance compared to other methods. Because in an
emergency situation, break-glass solution can become available
quickly without any latency. However, it is important that patients’
data must be audited and view-only so that in an emergency situa-
tion each action of medical staff is recorded and no one can change
the original health information [59].

5. Sharing

Patients, doctors, and other healthcare workers electronically
share EHS data among each other. The important concern is EHS
data sharing must be done by considering security and privacy is-
sues. One may think of emergency as a special case of sharing. In
modern EHS, patients are able to share their information with sev-
eral healthcare professionals including doctors, research institutes,
and insurance companies using various system settings (including
social EHS). Hospitals, research institutes, and healthcare workers
may also need to share patients’ data with other parties.

We divide sharing characteristics of EHS into four categories,
namely source verifiability, selective data sharing, total data sharing,
and social sharing, as shown in Table 5.

The first characteristic, source verifiability, is related to the pa-
tients’ attributes and verification of the patients’ health informa-
tion by an authority in the system. There exist two approaches
for source verification. The first approach is verification of the pa-
tients’ attributes (which we can call attribute verification) [42], and
the second approach is the verification of the patients’ health in-
formation [44]. In these systems, there exist a central authority,
which decides and verifies the patients’ attributes (e.g. name, age)
or health information (e.g. illnesses) in terms of correctness, relia-
bility, and validity.

We present two different approaches related to sharing type,
which are selective data sharing and total data sharing. Selective
data sharing means sharing a desired part of the data with
authorized users [34,62]. As an example in this category, selective
sharing with the help of Patient Controlled Encryption (PCE) is
proposed [62]. In PCE approach, each patient has a root secret
key and generates multiple subkeys from this root key. The
patient encrypts his different EHS data portions using different
subkeys (e.g. dental records employ a different key from optometry
records). When the specific portion of the data should be
decrypted, the corresponding subkey is used. PCE provides patients
the ability to selectively share their EHS data [62]. There exist some
methods that use selective sharing approach in their EHS [11,62].

On the other hand, in total data sharing, the patient can share
his whole data with a healthcare professional but the patient can-
not select a specific data portion. In other words, total data sharing
is an atomic approach, where the patient either shares the whole
data or shares nothing with other users [21,23,32,37,42-44,64].

Another sharing approach, namely social sharing, refers to
the scenario where patients or doctors share their health data or
professional experiences in health-specific social environments.
In social environments, patients share information about their
illnesses and doctors can help patients online according to their
professional area [32,43]. In some cases, patients and doctors see
each other’s profile based on their common attributes. If two
patients do not have common attributes, they cannot communicate
with each other and share their data. The social network server
first calculates the attribute intersection value between patients
(the attributes are patients’ symptoms in this case). Then, if
the attribute intersection value is higher than some predefined
threshold, patients can reach each other’s data [21]. Likewise,
a scheme where each user has a trust score in the social EHS
environment is proposed [32]. There are some metrics for patients
(e.g. availability, popularity, participation of the user in the social
environment). A trust score is calculated as a weighted sum of
these metric values (where weights are assigned by the user
between 0.1 and 0.9). The user whose trust score is low can trust a
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Table 5
Main characteristics of proposed EHS sharing.

Reference Source verifiability Selective data sharing Total data sharing Social sharing
(44]
[42] + +
[62]
[34] + +
(37]
(64] +
(43]
(32] + 4
[21]
user who has a higher trust score in the social EHS. Trust score helps Table 6 '
patients to determine with whom they share their health data [32]. Search methods in proposed EHS.
When we consider the nature of health data, selective Reference PEKS Proxy encryption
sharing and source verifiability are two commonly used sharing [62]
characteristics. Sharing the desired part of the health data [17]
is obviously a more convenient and privacy-concerned action [11] +
compared to sharing the entire health data. Therefore, an EHS [401
having a selective sharing option is preferred over the EHS which {70}
71 +

does not let patients share the desired part of the data. Likewise,
EHS having source verifiability characteristics is preferred as
opposed to those without this option. Lastly, although social
sharing is a great opportunity for many patients and doctors to
share health information, it is very important to provide secure and
privacy-concerned social environments.

6. Search

Whenever data is shared, naturally, it is also searched.
Searching data in the server is one of the important functions
of EHS. Patients’ data is encrypted and stored in a server. When
patients, doctors, or researchers need to search the data, the
server should return not more than the queried data and ideally
should not learn anything about the query [ 19]. A basic EHS search
scenario is shown in Fig. 3.

We can divide search scenarios into two parts: searching in
the plaintext form of data and searching in the encrypted form of
data. Searching techniques in the plaintext are well-studied, and
are not in the scope of this study. However, in order to search in
the encrypted data, several cryptographic schemes are proposed.
As shown in Table 6, we present approaches and methods that
support search over the encrypted data.

In the first approach, the clients encrypt the data before
uploading it to an untrusted server and when a search is
requested, the client retrieves the entire encrypted data from
the server, decrypts it, and gets the specific data needed.
Communication security between user and the server is provided
by SSL/TLS. This approach is secure against attacks on the server
side. The server cannot extract anything from the stored data.
However, it is very inefficient because for a specific portion of
the data, the client needs to get all the data. In some studies,
secret sharing methods are used to prevent cloud providers from
accessing the stored data. Since each cloud provider has different
data shares, they cannot access the whole data [67]. This approach
is also inefficient when search is needed. Because in order to
search data, we need to first combine the data shares from cloud
providers, and then search for a specific data. Since an EHS server
includes several patients’ data, it would not be logical to apply this
method for searching multi-patient EHS records when the privacy
and efficiency issues are considered.

Searchable symmetric encryption (SSE) allows users to encrypt
their document with an additional data structure, called index,
and store in the server. Users can search over the encrypted data

by selecting some keywords and generating corresponding search
tokens via a secret key. The server searches over encrypted index
and returns the specific data that includes the user’s keyword [68].
However, SSE is not preferred as a search method in EHS. The
most important reason is the key management issue. Since SSE is
a symmetric system (if someone can encrypt the data with a key,
they can also decrypt it with the same key), when a doctor wants
to store a patient’s health data in a server, the patient has to give
the encryption/decryption key to the doctor. Therefore, the doctor
can see patient’s entire data with this key [62].

The second approach is using public key encryption with
keyword search (PEKS). It is used to find out if a document
includes specific keywords or not without identifying the content
of the document. PEKS was firstly used in the e-mail services
in order to determine if an e-mail includes a given keyword or
not without revealing any information about the content of the
encrypted e-mail [11,69]. In EHS, a doctor encrypts the patient’s
EHS data with the patient’s public key and stores it in the server.
Then, when a search is needed, the server replies if encrypted
document includes the specified keyword or not without learning
anything more about the content of the data. This approach is used
for searching in encrypted format of EHS data and it guarantees
minimum necessary data access [40]. In addition, PEKS algorithms
are combined with hierarchical IBE [11,62] or ABE [17] to search
over encrypted EHS data (see Section 3). PEKS is combined with
hierarchical IBE in [62] where hierarchical IBE enables patients to
share their data selectively in the EHS. Different types of illness
categories are encrypted and shown in a hierarchy. The person who
is given access to specific data portion is also eligible to search in
it using PEKS. Likewise, the approach in [11] uses hierarchical IBE
for encryption and PEKS for the keyword search in health data. On
the other hand, work of [ 17] uses ABE to provide encryption using
attributes of the users and uses PEKS for keyword search in EHS
data.

The third approach is proxy encryption. In a proxy encryption
scheme, there exist a proxy function that transforms a ciphertext
to another ciphertext that is encrypted with a different key.
Proxy functions change the ciphertext without revealing any
information [72]. In the context of EHS, if a patient wants his
relatives to access his data, he can use a proxy function to change
the ciphertext to one that can now be decrypted with another
private key, and sends this modified ciphertext to his relative.
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Fig. 3. Searching data in proposed EHS.

By using the proxy function, the patient can prevent his relatives
from learning his own private key. However, proxy encryption
is not collusion-safe [70,71]. Collusion-safe means that if two or
more users combine their keys, they cannot decrypt the data. In a
proxy encryption scheme, it is possible to collude with the server,
combine keys, and decrypt the data [71].

Some other access control techniques can be combined with
the proxy encryption scheme. There exist systems that combine
proxy encryption scheme with ABE [73,74]. In the proposed
systems, users have some attributes and store their data in a
cloud environment. When they want to share their EHS data with
someone, they use proxy encryption scheme. However, when the
user wants to revoke the access rights, revoked user still has
the previously assigned key. If the user does not re-encrypt the
ciphertext immediately, revoked users can still access the data
after revocation time. Therefore, in order to reduce the workload of
the user, cloud service provider does all the necessary tasks. When
the user wants to revoke someone’s access rights on the data,
he sends proxy re-encryption key to the cloud service provider.
Then, the cloud service provider re-encrypts the ciphertext. The
drawback of this approach is that the user has to be online to
send proxy re-encryption key to the cloud service provider in
order to end the access time of the other user. To address this
problem, [53] presents a time-based proxy encryption scheme to
revoke the access time of the sensitive data automatically. Data is
stored using ABE and all the users have an access time attribute in
addition to their own attributes (e.g. doctor, nurse). Since the data
owner declares the allowed access time of the other user at the
beginning, the workload of user is reduced and the user does not
have to be online all the time. A patient can decide the access time
of his doctor at the beginning and use time-based proxy encryption
scheme to end the doctor’s access to the health data automatically.
This approach can be used as an efficient solution for EHS.

As mentioned above, SSE is not commonly used in EHS because
of the key management issues. However, PEKS and time-based
proxy encryption systems show better performance in terms of
security, privacy, and access times. PEKS approach guarantees
minimum data access and provides keyword search in encrypted
format [40]. Time-based proxy encryption scheme provides a
system where users do not have to be online all the time to revoke
someone’s access/search rights on the data. Therefore, PEKS and
time-based proxy encryption schemes are commonly used in EHS
that supports search functionality.

7. Anonymity

In addition to protect the data, users may want to remain
anonymous in an electronic healthcare system. Anonymity means
that the identity of a user is unknown in the system [75]. In EHS,
anonymization is necessary for many reasons. As shown in Fig. 4,
it can be used to provide statistics about medical data without
revealing the identities of the patients, and it also helps to hide
the identity of the patients from some institutions (e.g. insurance
companies). In addition, unauthorized third parties should not
learn the communication between the patient and the EHS.

When patients enroll in local hospitals, they are asked to submit
their personal preferences about data privacy, and declare their
preferences about usage of health data such as whether they want
to share personal health data with governmental organizations,
research institutes, or not. In addition, they can prefer to share
their data with academic organizations for research purposes but
not with medical companies. However, sometimes hospitals’ data
privacy policy may include sharing health data with governmental
organizations for legal cases or to prove patient’s disability (if it
exists). Therefore, hospitals must declare this policy content to the
patients and get their permission to before sharing health data to
governmental organizations when required [76].

EHS data usage can be classified based on their primary usage
and secondary usage. Primary usage of EHS data is for patients’
individual care and treatment. Secondary usage of EHS is for
the medical research or actions that can improve the quality of
healthcare. For example, a patient goes to a hospital and gets
treatment about a specific illness (e.g. cancer). Patient’s physician
stores the EHS data and medicines that the patient used. This is a
primary usage of EHS data. On the other hand, data of groups of
cancer patients in a specific geographic region can be used by the
physicians to conduct a statistical research. This is an example of
secondary usage of EHS data. Especially for the secondary usage of
EHS data, it is crucial to provide anonymization [77].

As shown in Table 7, we present four approaches of anonymiza-
tion for the proposed EHS: data anonymity, user anonymity, commu-
nication anonymity, and unlinkability.

The first approach is data anonymity which is provided if
nobody can establish a relationship between a user and the user’s
specific data in EHS [78]. For example, in some EHS (especially
in social EHS), instead of using their own identity, patients or
doctors use pseudonyms to interact with each other. In these
systems, nobody should be able to establish a relationship between
attributes and the identity of the patients or doctors. However,
patients and doctors must prove that they actually have those
diseases or they are doctors in real life [42], respectively. Zero-
knowledge proofs are used to provide data anonymity. With these
methods, it is possible to prove that a statement is true without
giving any additional information [42,79].

The second approach is user anonymity which is provided if
a user’s messages do not reveal any information about his/her
identity [78]. In EHS, patients’ identity should be protected. For
example, there can be some research about the statistics of cancer
patients. While gathering these statistics, patients’ identity must
be anonymous. Some solutions use pseudo anonymity. In this
technique, there is a trusted third party that accesses the patient’s
data and replaces his/her identifier with a value, which cannot be
traced to find patient’s identity [42,67,80-85]. For example, the
value that is given to the patient can be the symmetric encryption
of the patient’s identifier. If the key is kept secret, it is impossible
to invert the pseudonym to the patient’s identifier [86]. In some
solutions, identifier hash is used to create pseudo-identifiers of the
patients [83,84].

In addition, PIPE (Pseudonymization of Information for Privacy
in E-health) [88] provides user anonymity for secondary usage
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Table 7
Anonymization methods in EHS.

Reference Data anonymity

User anonymity

Communication anonymity Unlinkability

[79] +

[85]
(80]
[82]
[83] +
(81]
[84]

[42] + +

+ +

[87]
[67] +

+

of EHS data. This method hides the link between EHS data and
patient’s identity. When EHS data is stored, it is divided into two
parts, which are patient’s personal data and pseudonymized EHS
data. The patient controls his EHS data and he has full access on
his data. PIPE includes three layers. In the outer and the middle
level, there exist some asymmetric key pairs used for authenticated
users to decrypt the data. Third level (concealed level) includes
pseudonyms. Pseudonyms are assigned to the patient’s data for
the secondary usage in order to hide the link between personal
information and the EHS data [89].

The third approach is communication anonymity. Commu-
nication anonymity provides privacy by hiding the link between
the user and the system [78]. In some solutions, collision-resistant
pseudonyms are used to provide anonymous communication sim-
ilar to the user anonymity [42]. Onion routing is one of the popu-
lar techniques that provides anonymous communication. In onion
routing, a message is encrypted many times and sent over the net-
work. Data passes through several onion routers until it reaches
the destination. Each onion router decrypts the message, deter-
mines where to send next, and sends the data to the next onion
router until it reaches the destination [90]. Each router only knows
the next one, an no one knows the whole communication path; in
particular, the sender and the receiver cannot be linked by any sin-
gle participant. Although onion routing provides anonymity when
a message is sent, the information about how much anonymity is
provided cannot be known unless a model that records network
traffic through the connection exist [91]. Tor is a state-of-the-art
onion-routing system that can be used in practice [92]. To the best
of our knowledge, there is no EHS that uses onion routing for com-
munication anonymity.

Providing unlinkability is one of the most important proper-
ties in anonymous systems. Unlinkability means that an adver-
sary who tracks the data transaction between some senders and
a receiver cannot establish a relationship between any data and
sender [86,93,94]. There are different methods to provide unlink-
ability in systems. [42] presents a system such that healthcare

professionals use different pseudonyms and different commit-
ments for attributes at each communication. Therefore, an attacker
who observes the communication between healthcare profession-
als cannot determine which attribute belongs to which identity.
In some studies, a cryptographic hash function is calculated on
the concatenation of internal identifiers such as patient-id, health
center-id, and share-id. Since hash functions are hard to invert,
it is hard to find a patient’s identity by an attacker or a cloud
provider [67,87]. However, such schemes may be vulnerable to dic-
tionary attacks on patient and healthcare provider identifiers. If the
authentication method does not provide anonymity, the attacker
can easily link the pseudonym to the holder of the pseudonym.

In addition to the aforementioned techniques, differential
privacy may be used in EHS. Differential privacy aims to provide
privacy by adding noise to the data. In this manner, anonymity of
the person is provided but still some statistics can be extracted
from the data [95,96]. For example, if there is a research about
the people who have heart disease, the researcher should not
learn anything about the patients’ identity, but is allowed to
learn some statistical results from the data, such as the patients’
average age. Since adding noise to EHS data makes the research
error-prone, other anonymity techniques are used rather than
differential privacy in EHS [96,97].

All types of anonymity techniques are profoundly important for
EHS. Patient identity, content of health data, and communication
among patients must be anonymous to provide privacy in the
system. As we stated before, application of differential privacy
requires adding noise to the data and this method is difficult
to apply on the health data. However, PIPE, which shows good
performance on hiding the link between EHS data and patient’s
identity is commonly used [88].

8. Open issues and guidelines

In this section, we present several research questions about
privacy, security, and integrity considering our categories in EHS.
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Architecture is an important design aspect of EHS. Since it
is mostly difficult to store healthcare data in a centralized way,
there exist two different architectures that are used in EHS:
distributed and cloud architecture. We identified two major
research questions regarding the architecture related issues:

1. In a distributed health data architecture, how does the EHS
efficiently inform the patients about who is using their data and
why?

2. In a cloud environment, how can patients be sure that their
privacy is protected by cloud providers? Which data is allowed to
be disclosed for statistical analysis by cloud providers?

Access control is an important aspect of privacy-preserving EHS.
We presented state-of-the-art proposed methods of access control,
mainly based on roles, attributes, and identities. Open research
questions inspired by access control features are:

1. Which access control methods are the most efficient for the
EHS?

2. Which access control method is more efficient for the
emergency situations?

Since EHS records contain very sensitive data, sharing is a
very important concern for patients and healthcare professionals.
When an emergency situation happens, EHS’ functionalities are
also crucial. Since sharing and emergency situations are related to
each other, here we state open research questions inspired by both
sharing and emergency features:

1. In an emergency case, when selective sharing is used in the
system, how can the system decide which data should be disclosed
to the responsible healthcare professionals?

2. In an emergency situation, how can patients allow the
healthcare personnel to reach their health information?

3. Without assuming a healthcare trusted authority exists, how
can it be possible to use smart cards in emergency situations?

4, How can biometrics be used by patients in an emergency
situation?

5. How can we create an EHS that satisfies both source
verifiability and selective sharing properties?

Search is another important aspect of EHS. There exist different
methods that provide search in healthcare data. Based on these
methods, we identified three major open research problems
regarding the search mechanisms:

1. Can it be possible to create a privacy-concerned search
method different than the proxy encryption and PEKS methods?

2. Is it possible to create collusion-safe proxy encryption
scheme?

3.Is it possible to develop a proxy encryption scheme that uses
semi-trusted or untrusted servers?

We also presented anonymization methods used in EHS.
In order to provide privacy-preserving EHS, anonymity is an
essential property. For instance, while making medical statistics
about patients and illnesses, the system should not reveal
patients’ identities. When we consider anonymization methods,
we identify the following open problems:

1. How can we provide unlinkability for patients’ attributes in
EHS?

2.1s it worth the cost to use onion routing algorithms to provide
communication anonymity in EHS?

3. How can differential privacy techniques be applied to EHS,
while obtaining meaningful results?

We categorized and evaluated research aspects of privacy and
security in EHS, and discussed about the open issues based on
their architecture and services including access control, emergency
access, sharing, searching, and anonymity methods by considering
their cryptographic approaches. Among these categories, some
of them are more important and critical than the others. Access
control is the most important functionality in any EHS. A system
without secure and privacy concerned access control techniques

cannot be used for sensitive health data. Privacy concerned
emergency access methods and anonymity methods are also
profoundly important for an EHS. However, sharing and search can
be thought as optional functions and their absence does not cause
privacy and security problems unlike access control function; they
are complementary features increasing efficiency and usability
of the EHS. Therefore, while sharing and search are the optional
functionalities; access control, emergency access, and anonymity
are crucial functions of EHS.

9. Conclusion

Electronic health services are increasingly used by patients,
doctors, and other healthcare professionals. Although using EHS
has several advantages, it brings several privacy, security, and
integrity problems together. In this article, our key contribution is
to present state-of-the-art approaches regarding security, privacy,
and integrity aspects of EHS by considering the components
and challenges of e-health services. We systematically evaluated
the studies with a method-based approach, and provided a
comprehensive survey of cryptographic approaches of EHS.
Our major contribution is to categorize state-of-the-art EHS
studies into different aspects, namely architecture, access control,
emergency cases, sharing, search, and anonymity. In addition, we
identified the open research problems of each category by stating
different approaches, advantages, and disadvantages providing
directions for future studies.
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